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M ssion

To establish guidelines, policies, and goals for the use of the
district Internet and electronic mail; and to provide students

and staff educational and instructional enhancenent through
access to the global electronic comunity.

Enf orcenment of Policy

1. The use of the conputer/informtion systenms is a privilege
not a right. Unethical and unacceptabl e usage by any user
wi |l be just cause for taking disciplinary action. Such
action can include suspending or revoking access to the
conputer/informati on systens and/or initiating |l egal action
for any activity described in this policy where | egal
proceedi ngs are deenmed appropriate by the adm nistration.

2. The district reserves the right to restrict, term nate,
and/ or deny access to any user who has been identified a
security risk, has a history of problens with the
conputer/information systens, or denonstrates an interest not
to conply with the district acceptable use policy. The
district further reserves the right to nonitor network
activity in any formthat it sees fit to maintain the
integrity of the network system

3. Access to technol ogy including systens and networks owned or
operated by Hickman MIIs C-1 inposes certain
responsi bilities and obligations; and, therefore, use is
granted subject to Board of Education policies, |ocal, state,
and federal | aws.

4. Acceptabl e use should always refl ect acadeni ¢ honesty, high
ethical and noral responsibility and restraint in the
consunption of shared resources. Acceptable use denonstrates
respect for intellectual property, ownership of data, system
security mechanisms, and individual’s rights to privacy and
freedom fromintimdation, harassnent, and unwarranted
annoyance.



5. Denponstrated intent to violate this policy will be
consi dered the same as an actual policy violation.
Denonstrated i ntent means evidence of actions that, if
successful, or if carried out as intended, would result in a
policy violation.

Di scl ai ner

Wor | dwi de access can provide access to material that is not
consi dered to be of educational value in the school setting.
Material that is not considered acceptable for school -aged

children nmust not be accessed. It is inpossible to control al
mat erials on the gl obal network. The district cannot prevent
the possibility that a student will access material that is

i nconsistent with the educational m ssion, goals, and policies
of the district. Use of the network is |ogged and is subject to
adm nistrative nmonitoring/review at any time. The district
makes no warranties for the service it is providing. The
district is not responsible for any damages a user may suffer
including | oss of data, nor can it warranty the accuracy or
quality of information obtained through the use of the
conmputer/information systens.

Accept abl e Use
Access will be in support of research or usage consistent with
t he educational and instructional policies and goals of the
district. The access includes, but is not limted to the
fol |l ow ng:

1. Intellectual activities and research.

2. Seeking or sharing resources.

3. Accessing libraries, university libraries, Library of
Congress, etc.

4. Conpl eting research projects assigned by teachers.

5. Appropriate and proper commrunication with others through the
net wor k.

6. Sharing research, projects, and information with others
around the worl d.

7. Coll aborative |l earning with other students, teachers, and
di stricts.

8. G obal informati on news.



9. Public domai n and shrewder

10. Di scussion groups.

11. “Fair Use” of any information that
i nformati onal networks.
instructional use ONLY.

12. Only authorized software w ||

conput er

This use is for

sof t war e.

is legally found on
educati onal /

be installed on district

conputers; no person (student or staff) shall install their
personal software on district computers.
Unaccept abl e Use
Access will be denied to any individual when district policies
are not followed. The denial of access includes, but is not
limted to the foll ow ng:
1. Using or attenpting to use another user’s account, files, or
vandal i zi ng such dat a.
2. Violation of federal and state | aws.
3. Violation of others’ rights (use of vulgar, abusive, obscene

t hreatening, harnful, and/or harassing comunication).

4. Accessing sites that are non-instructional.

5. Disruption of normal network use and service.

A. Viruses.

B. Violation of personal privacy.

C. Unaut horized access to protected and private network
resour ces.

D. Maliciously accessing, altering, deleting, damagi ng and/or

destroyi ng any conputer system network, program or data

6. Forwardi ng personal comruni cation w thout the author’s prior

consent .
7. Stealing data, equipnment, or intellectual property.
8. Vandal i sm
A. Attenpt to harmor destroy Internet or other networks
i ncluding the creation of or uploading conputer viruses.

B. Destruction of equipnent through abuse or negligence.

9. Plagiarism



10. Commercial activities such as solicitati on of business.

11. Possessing any data considered a violation of this policy on
paper, disk, etc.

12. Copyright violations -- if caught with illegal software, an
i ndi vi dual or organization may be crimnally prosecuted.
(This violation is punishable up to $250, 000. 00 and/or up to
5 years in prison for the first offense, or both. 17 U S. C,
section 2319; 18 U.S.C., section 3571).

Safe Use of the Internet
1. Teaching children safe use of the comrunicative tools.

A. Prior to use of the Internet, students will receive
instruction that will explicitly explain safe use of the
I nt er net.

B. Prior to use of the Internet, students will return a

si gned agreenent between the school, the student, and

parent s/ guardi ans, specifying what safe use is and

provi di ng parental approval for use of the Internet.
C. Students will be instructed to:

(1) Never give out identifying information (hone address,
school nane, or tel ephone nunber) in a public nessage
such as chat roons or bulletin boards.

(2) Only comruni cate with soneone approved by their
parent/guardi an(s) or teachers.

(3) Think carefully before revealing any personal
I nformation such as age, marital status, or financial
I nformati on.

(4) Not post photographs on web sites or newsgroups that
are public.

(5) Consider using a pseudonym

(6) Never arrange a face-to-face neeting wth another
conputer user without first obtaining a teacher’s or
parent/guardi an(s)’ perm ssion.

(7) Never respond to nessages that are suggestive,
obscene, belligerent, threatening, or make you feel
unconf ort abl e.

(8) Report any of the above nessages to your teacher or
adm ni strator.

(9) Renenber that people on the other end of the |line may
not be who they seemto be-—they could be your worst
enemny.

(10) Never send a person your picture over the Internet
wi t hout getting a teacher’s or parent/guardian(s)’
approval .



2. Monitoring of students to ensure safe practices are foll owed.

A. Students will only access the Internet under direct
supervi sion of a teacher, adm nistrator or supervisor who
wi Il nmonitor the use of electronic mail, chat roons, and

other forms of direct electronic conmunications.

B. Monitoring of students conbined with the current use of
filtering software is expected to provide a safe
environnment for educating youth.

3. Unaut hori zed di sclosure, use, and dissem nation of personal

i nformati on regardi ng ninors.

A. The school will take every precaution to ensure persona
I nformati on about students is not disclosed or
di ssem nated over the Internet or any other forns of
el ectroni ¢ comuni cati on.

(1) Pictures of students can only be used in digital
format with the specific witten perm ssion by the
parent/ guardi an(s).

(2) Names are not to be used in electronic publications
that can be associated with pictures.

B. Di ssem nation of personal information about students wl|l
only be done under the specific direction of the Board of
Education and will be in conpliance wwth state and federa
| aws.

Consequences of Violation
1. Students
Unet hi cal and unaccept abl e behavi or are just cause for
taking disciplinary action. Violation of the acceptabl e use
policy will be referred to the adnm nistration for a
determ nati on of consequences. Consequences of violations
include but are not |limted to:
Suspensi on of conputer/information systens access
Revocation of conputer/information systens access
School suspension
School expul sion
Legal action and referral to appropriate |ocal, state, or
federal authorities for further disposition.
A violation of this policy my also constitute a
vi ol ati on of provisions of the Student Disciplinary Policy
and separate punishment may be inposed under each
section.




2. Staff

Unet hi cal and unaccept abl e behavi or are just cause for

taking disciplinary action. Consequences of violations

i nclude but are not limted to:
Suspensi on of conputer/information systens access
Revocation of conputer/information systenms access
Legal action and referral to appropriate |local, state, or
federal authorities for further disposition.
Costs associated with m suse of equi pnment

3. Suspension During | nvestigation
Any violation of this policy will be reported to the staff
menmber’s direct supervisor, who may take appropriate
di sciplinary action in accordance with this policy, or who
may refer this matter to the superintendent for further
consi derati on.

Evi dence of attenpted or actual system security integrity or
performance rel ated incidents, will be cause for imediate
access denial. The purpose of access denial in these cases is
to prevent further damage to the system or data while an
investigation is conducted. After investigation, the case may
be referred to the superintendent of schools for disciplinary
action.

Conpati bility, Purchasing, and Mii ntenance

Cener al
1. The Hickman MIlls C-1 school district is commtted to
provi di ng af fordable technology that will inprove

instruction, productivity, and enhance conmuni cati on
t hr oughout the district.

2. The following policies are included to ensure that:

A. Equi prent purchased will be conpatible with existing
syst ens.

B. The quality of the equi pnent purchased will neet the needs
of the district.

C. That adequate efforts will be made to prevent theft or
danmage to the equi pnent.

D. That adequate and appropriate instruction will be given to

t hose using the equipnment.
That adequate mai ntenance will be available to ensure that
t he equi pnent is in working condition.
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Conpatibility with Existing Systens

St andar ds of Conmputer Systens

1.

The district has standardized on a platformthat will ensure
users of the systemw || be conpatible. This platform
i ncludes the network software, the workstations attached to
t he network, and the software used on the workstations.

Because of cost issues, board approval will be required if
and when systens |isted above are to be changed or repl aced
with other platforns.

Technol ogy Departnment will ensure that tinely and appropriate
upgrades are inplenented as funding for the upgrades is
approved.

Technol ogy Departnment will ensure that new equi pnent/
software is conpatible with existing systens.

Operating systenms standards for conputer equi pnent software
will be prepared by the Technol ogy Departnment on a yearly
basis. Once the standard has been established, it will be
presented to the District Technology Commttee for review and
recommendati ons. The standard will then be presented for
approval to the Board of Education prior to the vendor

sel ection process (described bel ow).

Technol ogy Department will report at the Board s convenience
on these standards.

ity of Equi pment Purchased

Qual
1.

The Technol ogy Department will ensure that District funds are
spent for equipnent that is conpliant with the District
standard and will wi thstand the rigors of the educational
envi ronnment .

The Technol ogy Departnment, in conjunction with the Fi nance
Departnment, will select, through a bid process, a single
vendor for conputer software and hardware.



Vendor selection will be made according to the foll ow ng:

A. The quality of the equipnent that will neet the standards
and needs of the district as determ ned by the Technol ogy
Departnent in conjunction with the District Technol ogy
Comm ttee and approved by the Board of Educati on.

B. Service in past years.

C. Availability of ongoing technical support.

D. Recommendations fromother districts using their services.

Vendor selection wll be made during the nonths of April and
May .

The service contract for the selected vendor will be from
July 1 to June 30.

The vendor will need to:
A. CGuarantee all pricing at or below the bid price for the
duration of the 12-nonth contract.

B. Guarantee that price reductions will be passed on to the
district.

C. Fulfill all orders in a tinmely manner.

D. Provi de adequate support.

E. Guarantee that replacenent parts will be available for a

m ni mrum of five years. Exceptions to this nust be
endorsed by the Technol ogy Departnent prior to purchase of
itens affected by the exception and will be done on an
item by-item basis.

Processi ng Orders

1.

To ensure conpatibility, tinmely installation, training, and
support, all conputer systens/software will be processed
t hrough the Technol ogy Depart nent.

Process:

A. Items to be purchased will be submitted to the Technol ogy
Departnent for conpatibility approval and to resolve
connectivity issues.

B. Departnments or organizations nmust submt an authorized
account code agai nst which the equipnment will be billed.

C. Parent organi zations or other groups wth outside funding
are required to be in conpliance with district standards
and policies before purchasing equipnment for the district.

D. All equipnment purchased for the district nust be
i nventoried by the district before being installed in
di strict buildings.



E. Mai ntenance for such equipnent will be provided by the

Technol ogy Departnment who will also ensure that said
equi pnment is properly secured and prepared for use.
F. The Technol ogy Departnent will process all orders for

conput er equi pnent/software purchased with district
noneys, or grant noneys available to the district.

G. The Technol ogy Departnment will ensure that equi pnent
purchased is properly installed and secured in a tinmely
fashion prior to use by staff or students.

H. The Technol ogy Department will ensure that |egal |icenses
are mai ntained on all software used in the district.

Mai nt enance of District-owned Equi pment

1.

The Technol ogy Departnent is responsible for maintenance on

all district conmputers/software. They will maintain a |ist
of vendors who can assist in this process when necessary.
The Technol ogy Departnment will determ ne the npst expedi ent

met hod for repairs.

Repair work includes:

A. Warranty work done by manufacturer.

B. In-house repairs.

C. Contracted repairs through i ndependent vendors.

The Technol ogy Department will ensure that warranty work is
conpl et ed by vendor/ manufacturer rather than district staff,
and that the work be of sufficient quality to ensure the
conti nued use of the equi pnent.

The Technol ogy Departnent will ensure that repairs are
perforned expeditiously, and that where possible, backup
units and parts are maintained to prevent |ong delays in use
of the equipnment while parts are being ordered or

recondi tioned.

The Technol ogy Departnment will maintain adequate lists to
ensure that materials returned to manufacturers or sent to
i ndependent contractors are tracked and returned to the
district.



6. Funding for repairs.

A. The Technol ogy Departnment w |l be responsible for paynent
of all repairs.
B. The Technol ogy Departnent will fund all repairs made for

conmput er equi pnent at Central O fice including equipnent
used by the Board of Educati on.

C. Funding for all other repairs will come fromthe
department or school to whomthe equi pment is assigned.
These departnents/schools will provide an account code to

t he Technol ogy departnent with sufficient funding to cover
t he expense of repairs prior to the repair being mde.
D. Repairs needed to equi pnent caused by negligence, m suse,

or uses of equi pnent other than district purposes will be
the responsibility of the enployee to whom equi pnent is
assi gned.

E. The Technol ogy Departnment will conplete all repairs,

regardl ess of reason.

7. Expendable itens (ribbons, cartridges, paper, forns) are to
be ordered by the departnment/school using the itens.

8. Yearly Maintenance

A. District-owned conputers will be cleaned and checked at

| east once a year.

(1) Maintenance will include:
a. Blow ng out the conputer case.
b. Defragnenting the hard drive of conputer.
c. Cleaning the cases and keyboards.
d. Reinstalling software when necessary.
e. Checking on the overall performance/serviceability

of the equi pnent.
Checking printers for wear/repl acenent.

—h

| nstruction for Staff/Faculty

1. The Technol ogy Department in conjunction with the departnents
of secondary and el enmentary instruction will ensure that
adequate instruction is provided teachers and staff who wl|
be assigned to use the conmputer systems purchased by the
district and made avail able for their use.

2. Staff/faculty will be encouraged to receive training provided
at the Baptiste Conputer Training Lab.

3. Instructors hired to train staff/faculty will be conpensated
per district policy.
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4. Staff/faculty will either be provided with rel ease tine or
hourly conpensation according to district policies for in-
di strict training.

5. The Technol ogy Departnent will maintain a help desk to
assi st users with various software and hardware i ssues.
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